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1. INTRODUCTION

ICT in the 2" Century is seen as an essential resource to dupparing and teaching, as
well as playing an important role in the every diags of children, young people and
adults. Consequently, schools need to build irudesof these technologies in order to arm
our children with the skills to access life-longieing and employment.

Information and CommunicationsTechnology(ICT) covers a wide range of resources
including; web-based and mobile learning. It isodlmportant to recognise the constant
and fast pacedevolution of ICT within our society as a whole. Currently the internet
technologies children and young people are usitly inside and outside of the classroom
include:

+« Websites

+ LearningPlatforms and Virtualearning Environments

= Email and Instant Messaging

+ ChatRooms and Social Networking

+ Blogsand Wikis

+ Podcasting

+ VideoBroadcasting

+ Music Downloading

» Gaming

« Mobile/Smartphones with text, video and/or web functionality

+ Othermobiledeviceswith web functionality

Whilst exciting and beneficial both in and out of the context of education,much ICT,
particularly web-based resources, are not conglgtpoliced. All users need to be aware of
the range of risks associated with the use of thesenet technologies.

At Ysgol Ty Coch we underagﬁd the responsibildyetucate our pupils in e-Safety issues;
teaching them the appropriate behaviours and atitiinking to enable them to remain both
safe and legal when using the internet and rel@elthologies, in and beyond the context of
the classroom.

This policy is inclusive of both fixed and mobilgérnet; technologies provided by the school;
(such as PCs, laptops, webcams, whiteboards, Idigitao equipment, etc); and technologies
owned by pupils and staff, but brought onto sclwemises (such as laptops, mobiles phones,
camera phones and portable media players, etcleriiad agencies using the school’s ICT
facilities must adhere to this policy.
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2. ROLES AND RESPONSIBILITIES

As e-safety is an important aspect of strategiddeship within the school, the Head and
governors have ultimate responsibility to ensueg the policy and practices are embedded
and monitored. It is the role of the school e-safenbassador to keep abreast of current
issues and guidance relating to e-safety issuts/ing safe online is the role of all staff and
pupils in school and any concerns should be imnielgiaeported to the e-safety ambassador
(currently Sharon Metcalfe) or a member of the @emanagement team. All pupils and
staff are expected to comply with Ysgol Ty Coche®df conduct (appendix 1 and 2).

3. E-SAFETY SKILLS DEVELOPMENT

Our staff receive regular information and trainorge-safety issues through the e-safety
ambassador via staff meetings, email, informaluidismns and announcements on the digital
morning meeting board.

All staff have been made aware of individual resploitities relating to the safeguarding of
young people within the context of e-safety andvkmehat to do in the event of misuse of
technology by any member of the school community.

All staff are encouraged to incorporate e-safetivaies and awareness into their lessons.
4. PUBLISHING PUPIL'S IMAGES AND WORK

Written permission from parents or carers will iained before photographs/videos of
pupils are published on the school website or MOBRQVLE). This consent form is
considered valid for the entire period that theipafbends this school unless there is a
change in the pupil’s circumstances where consaritidoecome an issue.

Parents/carers may withdraw permission in writingrey time.
5. RISK ASSESSMENT

The school will take all reasonable precautionsrisure that users access only appropriate
material. However, due to the international seailé linked nature of Internet content, it is
not possible to guarantee that unsuitable matetriahever appear on a school computer.
The school cannot accept liability for the mateaietessed, or any consequences of Internet
access. The school will regularly audit ICT prommsto establish the Internet safety policy is
adequate and that its implementation is effectiliis Internet safety policy will be reviewed
in line with school cycle.

6. INTRODUCING THE E-SAFETY POLICY TO STUDENTS AND STAFF
Internet safety rules will be displayed in all dasoms.
Staff are encouraged to incorporate e-safety o tessons.

The policy and codes of conduct (appendix 1 andilpe available to all staff on the shared
space on our school network (P drive).

Staff should be aware that Internet traffic couddnbonitored and traced to the individual
user. Discretion and professional conduct is d&den
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A laptop issued to a member of staff remains tlop@rty of the school. Users of such
equipment should therefore adhere to the schoa obdonduct regarding appropriate use of
the Internet, both in and out of school.

7. MONITORING AND REVIEW

This policy is implemented on a day-to-day basish®whole school and is monitored by
the e-safety ambassador. This policy will be rei@ in line with school cycle.
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Ysqgol Ty Coch

Internet Safety Rules for Pupils

T will only use ICT in school for school purposes.

I will only open e-mail attachments from people I know, or
who my teacher has approved.

I will not tell other people my ICT passwords.
I will only open/delete my own files.

I will make sure that all ICT contact with other children and
adults is responsible, polite and sensible.

I will not deliberately look for, save or send anything that
could be unpleasant or nasty. If I accidentally find anything
like this I will tell my tfeacher immediately.

I will not give out my own details such as my name, phone
number or home address. I will not arrange to meet someone
unless this is part of a school project approved by my
teacher and a responsible adult comes with me.

I will be responsible for my behaviour when using ICT
because I know that these rules are to keep me safe.

I will support the school approach to online safety and not
deliberately upload or add any images, video, sounds or text
that could upset any member of the school community

I know that my use of ICT can be checked and that my
parent/ carer contacted if a member of school
staff is

concerned about my eSafety.
IfI a Ysgol

am unsure about anything I will ask member of
Ty Coch staff for help.



Ysgol Ty Coch

Internet Safety Rules for Staff

The computer system is owned by the school andaidenavailable to staff to enhance their professiona
activities including teaching, research, administraand management. The school’s Internet SaPelicy has
been drawn up to protect all parties — the studehésstaff and the school.

The school reserves the right to examine or delaiefiles that may be held on its computer systeroo
monitor any Internet sites visited.

All Internet activity should be appropriate to $tafofessional activity or the student’s education

Access should only be made via the authorised adcand password, which should not be made available
any other person

Activity that threatens the integrity of the schdOIT systems, or activity that attacks or corrugtiser systems,
is forbidden

Users are responsible for all e-mail sent and éortacts made that may result in e-mail being resiv
Use for personal financial gain, gambling, politiparposes or advertising is forbidden

Copyright of materials must be respected

Posting anonymous messages and forwarding chaardes forbidden

As e-mail can be forwarded or inadvertently be gerthe wrong person, the same professional leviels
language and content should be applied as fortetteother media

Use of the network to access inappropriate magesath as pornographic, racist or offensive mdtésia
forbidden

At Ysgol Ty Coch it is not considered acceptabledny member of staff to have Ysgol Ty Coch pupils
parents of Ysgol Ty Coch pupils on their ‘frieniolsddies’ list on ‘facebook’ or any other socialwetking
site.

Staff do not engage in personal contact with leexoe parents of learners via any media, such dsilmo
phones, texting, chat rooms, social networks aedite. When communicating with learners or paseott a
professional level, staff use only their school draecounts.

Staff are to be aware of the dangers of using $oeworking websites and how published pictured an
comments can damage professional integrity. Stadfexpected to make consideration of such dangees
setting their privacy settings.

It is not acceptable for staff to refer to the sehoor any individuals associated with the schochny way on a
social networking site, blog, wiki or such liket i$ not acceptable to post any photographs takeimg the
course of the school day (school events, educdtiasis, classroom activities etc.) to such sites.

Staff are aware that any suspected breaches ofdlis of conduct will be reported to the Head Teaand
may become an issue for disciplinary enquiry/actio
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